3GPP TSG SA WG3 (Security) Meeting #84
S3-161050
25-29 July 2016 Chennai (India)

revision of S3-13abcd
Source:
Nokia
Title:
pCR to TS 33.117 Editorial correction to testcase "TC_ IP_MULTICAST_HANDLING"
Document for:
Approval 

Agenda Item:
7.2.2
Work Item / Release:
SCAS 
Abstract of the contribution:

This contribution provides a correction to the following test case: clause 5.3.3.1.2  , title " TC_ IP_MULTICAST_HANDLING "
1. Introduction
We believe that the test case in clause 5.3.3.1.2, title “TC_ IP_MULTICAST_HANDLING ", needs to be revised for the following reason: 

The usage of the word “any” instead of “none” or “no” makes the TC contradictory to the requirement. Specifically the test case gives the impression that all interfaces are running multicast while the requirement is the opposite. 
We therefore propose the following changes are made in order to avoid confusion:
Replace the word “any” and rephrase to match the requirement.

2. Pseudo Change Request

Test Name:TC_ IP_MULTICAST_HANDLING
Purpose:

Verify that IP Multicast is disabled by default on the network product.  In particular this test case verifies that packets with IP source or destination address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) are not handled by the network product .
Procedure and execution steps:

Pre-Conditions:

-
Network traffic analyser on the network product or an external traffic analyser directly connected to the network product is available.
Execution Steps

1.
If the feature is available in a configuration file,  verify that it is disabled by default. 
2.
Verify that none of the network product’s interfaces is running Multicast (e.g. typing command ip maddr or ifconfig on any Unix based platform)

Expected Results:

No interface is running multicast protocols
Expected format of evidence:

Screenshot containing command output.
